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CIOs have long looked to technol-
ogy to bring new services, efficiencies 
and cost controls to state and local 
governments. But few initiatives have 
matched the interest — and skepti-
cism — that cloud computing is now 
generating. For some it was the fed-
eral government’s high profile ”Cloud 
First” strategy — launched only a few 
years ago — that brought clouds front 
and center in their planning sessions. 
After all, White House insiders said 
clouds had the potential of reducing  
IT costs by 25 to 50 percent, while 
slashing waste and increasing data 
center efficiency.1 

Similar incentives are making cloud 
projects widespread in state and local 
governments. State CIOs rank cloud 
computing in their top five IT priori-
ties for 2012, according to the National 
Association of State CIOs (NASCIO).2 A 
recent report by an IT industry group 
highlighted a number of successful 
local cloud efforts, such as the ability 
of Castle Rock, Colo., to offer IT inno-
vations while holding its technology 
spending budget to only 2 percent of 
the town’s overall budget.3

But like all latest and greatest tech-
nology trends, cloud computing doesn’t 
come with any guarantees for success. 
Security concerns remain one of the  
biggest stumbling blocks standing 
between cloud’s ambitious potential and 
bottom-line benefits. InformationWeek 
says the top concerns IT professionals 

have about cloud services are security 
defects in the technology, unauthorized 
access to data and information leaks.4 

The good news is that solutions, 
including cloud-based services for 
centralized identity management and 
access controls, are changing the cloud 
security landscape. These solutions 
also offer ways for agency IT manag-
ers to boost information security, make 
information management easier and 
address challenges around governance 
policies. The result: Cloud computing 
matures from an intriguing concept to a 
valuable technology strategy.

Six Top IT Challenges
The potential of cloud comput-

ing — and new answers for making 
it more secure and manageable — 
couldn’t have come at a better time. 
IT managers at state and local agen-
cies continue to struggle with some 
of the toughest challenges they’ve 
ever faced. On their own, each one 
could demand a CIO’s full attention, 
but today’s realities require state and 
local managers to address all of these 
demands simultaneously. 

Shrinking Budgets
Even in the current fiscal year, 

with some local governments seeing a 
gradual upswing in revenues, IT budgets 
remain constrained. Part of the reason 
is that funds allocated under the 
Recovery Act are winding down.  

According to the U.S. Government 
Accountability Office, states and 
municipalities received a total of 
$246.7 billion in Recovery Act funds as 
of February 2012, including the $112 
billion that came in 2010. But funding 
will drop to $23 billion in 2012 and 
decline to only about $14 billion  
in 2013.5  

At the same time, states are being 
pressured to budget substantially 
more for Medicaid spending, which 
jumped more than $19 billion in 2012. 
At the same time, funding for other 
areas, such as higher education and 
public assistance, continues to decline, 
according to the National Association of 
State Budget Officers (NASBO).6 Medic-
aid systems now face additional pres-
sure created by the Patient Protection 
and Affordable Care Act (ACA), which 
expands Medicaid eligibility to perhaps 
30 million new applicants by 2014.7 
States are likely to face tight fiscal 
conditions for the foreseeable future, 
NASBO says in its latest ”Fiscal Survey 
of States.”
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The result: IT managers will feel 
continued pressure to expand services 
with little or no extra funding for new 
technology investments.

Exacting Regulatory  
Requirements

Depending on its mission, each 
agency may face a range of regulations 
that put new pressures on IT depart-
ments to manage information and 
secure interactions within the enterprise 
and with constituents. For example, 
state and local freedom of informa-
tion policies require all types of agen-
cies to maintain and efficiently retrieve 
public data, which will require ongoing 
capacity expansions and updates to 
information management systems. 
Health and human services organiza-
tions need modern security technologies 
to adhere to the data security dictates 
of the Health Insurance Portability and 
Accountability Act (HIPAA). And agencies 
that process credit card transactions 
must meet Payment Card Industry data 
security standards. 

While state and local agencies aren’t 
required by law to adopt the policies 
of the Federal Information Security 
Management Act (FISMA) or security 
guidelines outlined by the National 
Institute of Standards and Technol-
ogy (NIST), many CIOs and information 
security officers see many of these 
rules as prudent best practices. 

New Security Risks
The public sector is an attractive target 

for hackers of all types, from amateurs 

who break into government websites for 
sport to highly organized practitioners 
of “advanced persistent threats” who 
stealthily extract Social Security num-
bers and other personal information, or 
attempt cyber-terrorist acts against key 
public institutions and infrastructure. 
As cyber threats increase in volume and 
sophistication, so too do the security chal-
lenges for IT managers. With the rise of 
mobile computing and telework programs, 
the perimeter of a network no longer 
exists within an agency’s physical bound-
aries. As a result, firewalls, anti-virus 
software and other traditional safeguards 
are no longer adequate by themselves to 
protect data and applications. 

Additional Security Concerns
”Bring your own device” initiatives 

offer a maddening choice for state and 
local agencies. On one hand, it’s appeal-
ing to IT managers who want to reduce 
their overall investment in hardware. 
After all, the more employees bring their 
own laptops, tablets and smartphones 
to the workplace, the less the agency 
needs to spend to outfit them for any-
where, anytime access to information 
and the productivity benefits that result 
when people can telework. The flip side, 
however, is the increase of new security 
risks that arise when these devices try to 
connect to agency networks and access 
internal data and applications. Agencies 
need new ways to enforce access policies, 
as well as tools for locking down lost or 
stolen devices and sending out updates 
to security patches, anti-virus software 
and operating systems. 

Stronger IT Governance Policies
Evolving cloud computing environ-

ments are pushing many IT adminis-
trators to update, and, in some cases, 
rewrite internal controls for how agency 
staffers use technology resources. For 
example, some agencies opt for cloud-
based email as a relatively easy way 
to reduce costs and free up internal 
resources. But a host of new governance 
questions arise with these moves, includ-
ing how the agency will handle FOIA and 
e-discovery requests for legal informa-
tion housed in a cloud. IT managers can’t 
even fully analyze the potential return 
on investment of a move to cloud-based 
email without gauging the impact of 
these governance issues.

With the rise in “bring your 
own device” initiatives, 
agencies need new ways to enforce 
access policies, as well as tools for 
locking down lost or stolen devices 
and sending out updates to security 
patches, anti-virus software and 
operating systems.
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Expanding Health Care Demands
For decades, Medicaid management 

information systems (MMIS) have pro-
vided the foundation states relied on for 
distributing Medicaid payments. Unfor-
tunately, many states haven’t updated 
their systems and still use outdated and 
inefficient mainframes to keep these ser-
vices running. For example, 10 states in 
the 2010 Center for Digital Government’s 
Digital States Survey named MMIS mod-
ernizations as a top priority. Combined 
with HIPAA responsibilities and shrinking 
federal dollars, state IT managers must 
find ways to meet health care demands 
with fewer resources. 

An IT Game Changer
Cloud computing — with the right 

security, management and governance 
controls — can address each of these 
challenges in a cohesive and organized 
way. The overriding change with cloud 
computing is that it delivers ”pay as you 
go services” without forcing agencies to 
increase capital spending for new hard-
ware, software and infrastructure. This 
means the IT department can become a 
provider of services, much like a power or 
water utility, rather than having to main-
tain a large collection of individual servers 
and applications for each agency. 

And when IT no longer supports end 
users with their own siloed systems, 
cloud computing creates opportuni-
ties for higher utilization rates, better 
security and lower capital investments 
than  traditional IT environments. 

New research involving senior IT 
managers in the public sector and com-
mercial industry is uncovering some of 

cloud computing’s real-world benefits.  
A commanding 82 percent of the respon-
dents of a TNS research survey say they 
saved money as a result of a recent cloud 
implementation.8 Thirty-three percent of 
the respondents say the top reason they 
are adopting cloud technology is to better 
connect employees who use a multitude 
of computing devices. Another 17 percent 
are moving to clouds to accelerate busi-
ness innovation.

Budgetary benefits are starting 
to play out in New York City. With the 
help of cloud computing, the CITIServ IT 
modernization strategy is slated to reduce 
a significant number of data centers 
across 50 agencies, for a projected savings 
of about $100 million over five years, 
InformationWeek reports.9   

The ability to mix and match internal 
IT resources with public clouds provides 
CIOs with new options for addressing 
the six top challenges they face today. 
For example, with the right cloud model 

— and the right controls — agencies are 
consolidating their on-premise infra-
structures and seeing significant cost 
benefits as a result. This includes the IT 
operations in the state of Michigan, which 
continues to serve agencies and citizens 
even after it consolidated its data centers 
from 40 to only 3 facilities. The current 
data centers act as a private cloud for 
state activities, and IT administrators 
are even eyeing the resource as a way to 
generate revenue as a shared services 
resource for municipalities and schools. 

Virtualization, a key foundational 
technology in many cloud implementa-
tions, enables the state to increase the 
utilization rates of its physical equip-
ment, which frees capability for shared 
services business. For example, Michigan 
manages a central storage area network 
with 4.5 petabytes of information that 
has used virtualization to reduce storage 
costs by $2 million versus a traditional 
physical infrastructure.10
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82% 33% 17%
are moving to  
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New research involving senior IT managers in the public sector 
and commercial industry is uncovering some of cloud computing’s real-world 
benefits. Respondents of a TNS research survey cited the following benefits:
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Security and Governance  
Solutions

Security remains a big concern for 
agency IT managers as they increase 
their reliance on various cloud mod-
els, whether private, public or hybrid. 
Fortunately, these organizations have 
more options than ever to bring them 
peace of mind in cloud environments. 
(See sidebar ”How to Make Clouds More 
Secure” for an example of a compre-
hensive solution for cloud security.)

Cloud computing is helping agencies 
bolster security in an era of shrink-
ing resources. Instead of maintaining 
a staff of experienced and highly paid 
security officers who need ongoing 
training to stay on top of emerging 
threats, IT managers can offload the 
responsibilities to cloud providers.

Cloud-enhanced security is espe-
cially important for agencies with a 
burgeoning staff of mobile workers. 
Any entry point into the network is 
a potential security vulnerability, but 
agencies can mitigate those risks with 
endpoint virtualization. This simply 
means that the applications and Web 
browsers that users interact with on 
their mobile hardware actually reside in 
a central private or public cloud, not on 
the devices themselves. 

Virtualization improves governance 
by giving IT experts greater control over 
information and programs and offers a 
way for them to assure that all the latest 
updates are in place. In addition, central 
IT managers can set passwords and 
other security protections for each mobile 
device and approve any applications that 
users download to their devices. 

One form is application virtualization, 
where only the screen images of applica-
tions appear on mobile screens, while 
the core applications actually run on 
backend servers. The only information 
that flows between the devices and the 
servers is input commands from keypads, 
touchscreens or a mouse. This so-called 
”encapsulated” environment helps keep 
malware from spreading, if, for example, 
someone downloads malicious code from 
an infected website. The code would only 
infect the device’s browser and thanks to 
virtualization, not have the ability to cross 
over to the underlying operating system. 
Larger systems and data storehouses 
wouldn’t be breached by the malware 
and end users or the IT staff would only 
need to reset the browser to its default 
settings to remove the infection.  

A second approach is application 
streaming, where instead of only screen 
images flowing between servers and 
mobile clients, end users download small 
portions of applications each time they 
access the programs. Compared to run-
ning a full application on each mobile 
machine, this strategy maintains cen-
tral managerial control and minimizes 
the disk space requirements needed by 
mobile workers to run agency applica-
tions. Application streaming also helps 
agencies optimize their software licenses. 
For example, if a department has 750 
employees but only 500 need to use 
Microsoft Office at one time, application 
streaming can assure that usage remains 
only within the legal limit. As one person 
closes down the application, the program 
becomes available to a new user if the 
license is running at its upper limit.

Application virtualization and appli-
cation streaming can both be managed 
using commercial solutions that enable 
organizations to distribute applications 
throughout an endpoint infrastructure. 
The best solutions offer a management 
console that provides a framework for 
integrating a variety of other compo-
nents, such as tools for limiting the 
access of individual mobile devices to 
specified government applications or 
eliminating information stored on hard-
ware that is lost or stolen.

Mobile ROI
As cloud computing makes mobile 

applications possible for a wider  
cross-section of users, mobility pushes 
organizations to move more applica-
tions to the cloud. A concrete cost benefit 
is one driver. For example,  San Diego 

Cloud computing is helping 
agencies bolster security in an era 
of shrinking resources. Instead of 
maintaining a staff of experienced 
and highly paid security officers who 
need ongoing training to stay on top 
of emerging threats, IT managers 
can offload the responsibilities to 
cloud providers.
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County’s “Government Without Walls” 
initiative enables field workers, such as 
those in the Land Use and Environment 
Group (LUEG), to file reports and perform 
other aspects of their jobs with mobile 
devices. The result: The county is reducing 
the number of offices it needs to main-
tain along with unproductive commute 
time for employees. Mobility resulted in a 
31 percent increase in the productivity of 
LUEG staffers that participated in a pilot 
study of the project. 

Productivity improvements combined 
with reduced office space and associated 

technology yielded $130,000 in cost 
savings in the initial pilot. Other agencies 
are now adopting the mobile strategy.

Health Care Innovations
Agencies devoted to health care 

services are also seeing benefits 
from clouds and a sophisticated 
management framework. States 
grappling with aging Medicaid 
infrastructures are using the Centers 
for Medicare and Medicaid Services’ 
Medicaid Information Technology 
Architecture (MITA), a nationwide 

system that’s bringing the agility and 
cost-reduction potential of service-
oriented architecture to this area. This 
services approach offers an antidote to 
rigid mainframe systems that are costly 
to maintain and modernize. 

But with at least 10 states now 
looking to replace their legacy MMISs, 
some are estimating the price tag to be 
more than $100 million using traditional 
approaches, according to Government 
Technology. The publication reports that 
the chief technology officer for the Illinois 
Office of Health Information Technology 
is encouraging MMIS vendors to inves-
tigate cloud computing as a way to keep 
MMISs modern and evolving.12 One idea 
would be for third-party outsourcing 
organizations to host the applications 
and then provide services to authorized 
users via the cloud. But technology is 
the main concern — cloud providers 
would have to assure states that data 
would remain private and secure in a 
multi-user environment.

Conclusion
With proper planning, agency IT 

administrators won’t have to choose 
between facing a host of new security 
risks or delaying their agency’s move 
to the cloud. The key is a cloud migra-
tion strategy that takes advantage 
of the latest technologies designed 
to shore-up potential vulnerabilities. 
Agencies that adopt solutions for 
information security, management and 
governance, will be taking a leap for-
ward in assuring that “cloud first” also 
means “cloud successful.”

San Diego County’s ”Government Without Walls” initiative enables field 
workers, such as those in the Land Use and Environment Group (LUEG), to 
file reports and perform other aspects of their jobs with mobile devices. The 
result: The county is reducing the number of offices it needs to maintain 
along with unproductive commute time for employees. Mobility resulted in 
a 31 percent increase in the productivity of LUEG staffers that participated 
in a pilot study of the project.

San Diego, Calif.
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Endnotes

How can agencies take advantage 
of cloud computing’s benefits while 
also mitigating risks related to data 
management and security? Agencies 
must find the right balance of control 
and flexibility. If policies are too 
restrictive, the organization can’t adapt 
to important new technology trends, 
such as BYOD. But privacy of data and 
security of information is paramount. 

The answer is to look past hardware 
and software considerations to focus on 
the main goal — protecting information. 

For example, Symantec O3 is a 
cloud-based solution that applies three 
levels of safeguards to keep informa-
tion protected across cloud applications, 
services and mobile devices. One layer 
addresses identity and access con-
trol, another focuses on information 
security, while a third handles informa-
tion management. Symantec O3 also 
captures related access and security 
event information to help agencies 
meet compliance requirements.

When agency employees log into 
the Symantec O3 cloud, it acts as a 

single authentication broker and uses 
two-factor authentication to connect 
people to a VPN. Symantec O3 can 
also encrypt data so that anything 
that is created and sent from an  
endpoint is encrypted.

Specifically, Symantec O3 Cloud 
Identity and Access Control enables 
IT managers to define and enforce 
identity and access control policies 
independently of cloud application 
and cloud infrastructure providers. 
It integrates with existing identity 
sources, such as Microsoft Active 
Directory, LDAP and relational  
databases, and can federate authen-
tication for the various cloud and 
Web applications. 

The federation and password 
management tools help IT manag-
ers consistently apply policies for all 
cloud apps while two-factor authen-
tication adds an additional layer 
of access security. The solution’s 
single sign-on capabilities mean that 
agency staff members don’t need to 
remember sign-on credentials for 

each cloud application. This allows 
them to securely use any device for 
access and interaction with appli-
cations from public clouds, private 
clouds and Web applications.

Whenever someone accesses the 
cloud, Symantec O3 logs the event 
to provide visibility and intelligence 
for policy audits and forensics. The 
central repository shows agency 
mangers when users are accessing the 
corporate network and social media 
sites, and whether they are performing 
actions that are against agency 
security policies.

And because Symantec O3 is itself 
a service hosted by Symantec, the IT 
organization doesn’t take on additional 
burden for managing and protecting 
information. As part of a concerted 
effort that also includes standardiza-
tion, virtualization and consolidation, 
answers like Symantec O3 help CIOs 
address the new complexities that 
are impacting IT departments with 
one solution that is infrastructure and 
device agnostic.

How to Make Clouds More Secure
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